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CHAPTER
ONE

The networking drivers may be classified in two categories:

* physical for real devices

* virtual for emulated devices

OVERVIEW OF NETWORKING DRIVERS

Some physical devices may be shaped through a virtual layer as for SR-IOV. The interface seen in the
virtual environment is a VF (Virtual Function).

The ethdev layer exposes an API to use the networking functions of these devices. The bottom half part
of ethdev is implemented by the drivers. Thus some features may not be implemented.

There are more differences between drivers regarding some internal properties, portability or even doc-
umentation availability. Most of these differences are summarized below.

More details about features can be found in Features Overview.
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Feature af_xdp |afpacket|ark|atlantic|avp|axgbe|bnx2x

Design doc

Perf doc

Note: Features marked with “P” are partially supported. Refer to the appropriate NIC guide in the
following sections for details.




CHAPTER
TWO

FEATURES OVERVIEW

This section explains the supported features that are listed in the Overview of Networking Drivers.

As a guide to implementers it also shows the structs where the features are defined and the APIs that can
be use to get/set the values.

Following tags used for feature details, these are from driver point of view:
[uses] : Driver uses some kind of input from the application.
[implements] : Driver implements a functionality.

[provides] : Driver provides some kind of data to the application. It is possible to provide data by
implementing some function, but “provides” is used for cases where provided data can’t be represented
simply by a function.

[related] : Related API with that feature.

2.1 Speed capabilities

Supports getting the speed capabilities that the current device is capable of.
* [provides] rte_eth_dev_info: speed_capa:ETH_LINK_SPEED_ *.

¢ [related] APIL: rte_eth_dev_info_get ().

2.2 Link status

Supports getting the link speed, duplex mode and link state (up/down).
* [implements] eth_dev_ops: 1ink_update.
e [implements] rte_eth_dev_data: dev_11ink.

e [related] APIL: rte_eth_link_get (), rte_eth_link_get_nowait ().

2.3 Link status event

Supports Link Status Change interrupts.
* [uses] user config: dev_conf.intr_conf.lsc.

¢ [uses] rte_eth_dev_data: dev_flags:RTE_ETH_DEV_INTR_LSC.
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* [uses] rte_eth_event_type: RTE_ETH_EVENT_INTR_LSC.
e [implements] rte_eth_dev_data: dev_11ink.
* [provides] rte_pci_driver.drv_flags: RTE_PCI_DRV_INTR_LSC.

¢ [related] API: rte_eth_link_get (), rte_eth_link_get_nowait ().

2.4 Removal event

Supports device removal interrupts.
* [uses] user config: dev_conf.intr_conf.rmv.
¢ [uses] rte_eth_dev_data: dev_flags:RTE_ETH_DEV_INTR_RMV.
* [uses] rte_eth_event_type: RTE_ETH_EVENT_INTR_RMV.

* [provides] rte_pci_driver.drv_flags: RTE_PCI_DRV_INTR_RMV.

2.5 Queue status event

Supports queue enable/disable events.

* [uses] rte_eth_event_type: RTE_ETH_EVENT_QUEUE_STATE.

2.6 Rx interrupt

Supports Rx interrupts.
* [uses] user config: dev_conf.intr_conf.rxq.
* [implements] eth_dev_ops: rx_queue_intr_enable, rx_queue_intr_disable.

e [related] API: rte_eth_dev_rx_intr_enable(),rte_eth dev_rx_intr_disable().

2.7 Lock-free Tx queue

If a PMD advertises DEV_TX_OFFLOAD_MT_LOCKFREE capable, multiple threads can invoke
rte_eth_tx_burst() concurrently on the same Tx queue without SW lock.

* [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_ OFFLOAD_MT_LOCKFREE.
¢ [provides] rte_eth_dev_info: t x_offload_capa, tx_queue_offload_capa:DEV_TX_OFFLOAD_MT.

e [related] API: rte_eth_tx_burst ().

2.8 Fast mbuf free

Supports optimization for fast release of mbufs following successful Tx. Requires that per queue, all
mbufs come from the same mempool and has refcnt = 1.

2.4. Removal event 5
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¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_ OFFLOAD_MBUF_FAST_FREE.

* [provides] rte_eth_dev_info: t x_offload_capa, tx_queue_offload_capa:DEV_TX_OFFLOAD_MB!

2.9 Free Tx mbuf on demand

Supports freeing consumed buffers on a Tx ring.
* [implements] eth_dev_ops: tx_done_cleanup.

¢ [related] APIL: rte_eth_tx_done_cleanup ().

2.10 Queue start/stop

Supports starting/stopping a specific Rx/Tx queue of a port.

* [implements] eth_dev_ops: rx_queue_start, rx_gqueue_stop, tx_queue_start,
tX_queue_stop.

* [related] API: rte_eth_dev_rx_queue_start (),rte_eth_dev_rx_queue_stop (),
rte_eth_dev_tx_queue_start (), rte_eth_dev_tx_queue_stop().

2.11 MTU update

Supports updating port MTU.
* [implements] eth_dev_ops: mtu_set.
* [implements] rte_eth_dev_data: mtu.
* [provides] rte_eth_dev_info: max_rx_pktlen.

¢ [related] APIL: rte_eth_dev_set_mtu (), rte_eth_dev_get_mtu().

2.12 Jumbo frame

Supports Rx jumbo frames.

¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_JUMBO_FRAME.
dev_conf.rxmode.max_rx_pkt_len.

¢ [related] rte_eth_dev_info: max_rx_pktlen.

e [related] API: rte_eth_dev_set_mtu().

2.13 Scattered Rx

Supports receiving segmented mbufs.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: ocffloads :DEV_RX_OFFLOAD_SCATTER.

* [implements] datapath: Scattered Rx function.

2.9. Free Tx mbuf on demand 6
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* [implements] rte_eth_dev_data: scattered_rx.
* [provides] eth_dev_ops: rxg_info_get:scattered_rx.

* [related] eth_dev_ops: rx_pkt_burst.

2.14 LRO

Supports Large Receive Offload.

e [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_TCP_LRO.
dev_conf.rxmode.max_lro_pkt_size.

e [implements] datapath: LRO functionality.

* [implements] rte_eth_dev_data: 1ro.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_LRO,mbuf.tso_segsz.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_TCI

* [provides] rte_eth_dev_info: max_lro_pkt_size.

2.15 TSO

Supports TCP Segmentation Offloading.
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX OFFLOAD_TCP_TSO.
¢ [uses] rte_eth_desc_lim: nb_seg_max, nb_mtu_seg_max.

* [uses] mbuf: mbuf.ol_flags: PKT_TX_TCP_SEG, PKT_TX_IPV4, PKT_TX_IPV6,
PKT_TX_TIP_CKSUM.

¢ [uses] mbuf: mbuf.tso_segsz,mbuf.l12_len,mbuf.l3_len,mbuf.l4_len.
* [implements] datapath: TSO functionality.

* [provides] rte_eth_dev_info: t x_offload_capa, tx_queue_offload_capa:DEV_TX_OFFLOAD_TCI

2.16 Promiscuous mode

Supports enabling/disabling promiscuous mode for a port.
* [implements] eth_dev_ops: promiscuous_enable, promiscuous_disable.
* [implements] rte_eth_dev_data: promiscuous.

¢ [related] API: rte_eth_promiscuous_enable (), rte_eth_promiscuous_disable (),
rte_eth_promiscuous_get ().

2.14. LRO 7
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2.17 Allmulticast mode

Supports enabling/disabling receiving multicast frames.
* [implements] eth_dev_ops: allmulticast_enable,allmulticast_disable.
¢ [implements] rte_eth_dev_data: al1l_multicast.

e [related] APL: rte_eth_allmulticast_enable(),rte_eth_allmulticast_disable (),
rte_eth_allmulticast_get ().

2.18 Unicast MAC filter

Supports adding MAC addresses to enable whitelist filtering to accept packets.
* [implements] eth_dev_ops: mac_addr_set,mac_addr_add, mac_addr_remove.
e [implements] rte_eth_dev_data: mac_addrs.

¢ [related] API: rte_eth dev_default_mac_addr_set (),
rte_eth_dev_mac_addr_add(), rte_eth_dev_mac_addr_remove (),
rte_eth_macaddr_get ().

2.19 Multicast MAC filter

Supports setting multicast addresses to filter.
* [implements] eth_dev_ops: set_mc_addr_list.

e [related] API: rte_eth_dev_set_mc_addr_list ().

2.20 RSS hash

Supports RSS hashing on RX.
* [uses] user config: dev_conf.rxmode.mg _mode =ETH_MQ_RX_RSS_FLAG.
* [uses] user config: dev_conf.rx_adv_conf.rss_conf.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: off1oads:DEV_RX_OFFLOAD_RSS_HASH.
* [provides] rte_eth_dev_info: flow_type_rss_offloads.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_RSS_HASH, mbuf.rss.

2.21 Inner RSS

Supports RX RSS hashing on Inner headers.
* [uses] rte_flow_action_rss: level.
* [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_RSS_HASH.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_RSS_HASH, mbuf.rss.

2.17. Allmulticast mode 8
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2.22 RSS key update

Supports configuration of Receive Side Scaling (RSS) hash computation. Updating Receive Side Scaling
(RSS) hash key.

* [implements] eth_dev_ops: rss_hash_update, rss_hash_conf_get.
* [provides] rte_eth_dev_info: hash_key_size.

¢ [related] API: rte_eth_dev_rss_hash_update (), rte_eth_dev_rss_hash_conf_get ().

2.23 RSS reta update

Supports updating Redirection Table of the Receive Side Scaling (RSS).
e [implements] eth_dev_ops: reta_update, reta_query.
* [provides] rte_eth_dev_info: reta_size.

¢ [related] API: rte_eth_dev_rss_reta_update(),rte_eth_dev_rss_reta_query ().

2.24 VMDq

Supports Virtual Machine Device Queues (VMDq).
* [uses] user config: dev_conf.rxmode.mg _mode = ETH_MQ_RX_VMDQ_FLAG.
* [uses] user config: dev_conf.rx_adv_conf.vmdg_dcb_conf.
* [uses] user config: dev_conf.rx_adv_conf.vmdg_rx_conf.
* [uses] user config: dev_conf.tx_adv_conf.vmdg_dcb_tx_conf.

* [uses] user config: dev_conf.tx_adv_conf.vmdg_tx_conf.

2.25 SR-I0V

Driver supports creating Virtual Functions.

e [implements] rte_eth_dev_data: sriov.

2.26 DCB

Supports Data Center Bridging (DCB).
* [uses] user config: dev_conf.rxmode.mg _mode =ETH_MQ_RX_ DCB_FLAG.
* [uses] user config: dev_conf.rx_adv_conf.vmdg_dcb_conf.
* [uses] user config: dev_conf.rx_adv_conf.dcb_rx_conf.
* [uses] user config: dev_conf.tx_adv_conf.vmdg_dcb_tx_conf.

* [uses] user config: dev_conf.tx_adv_conf.vmdg_tx_conf.

2.22. RSS key update 9
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* [implements] eth_dev_ops: get_dcb_info.

¢ [related] API: rte_eth_dev_get_dcb_info ().

2.27 VLAN filter

Supports filtering of a VLAN Tag identifier.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_VLAN_FILTER.
* [implements] eth_dev_ops: vian_filter_ set.

e [related] API: rte_eth_dev_vlan filter ().

2.28 Flow control

Supports configuring link flow control.

* [implements] eth_dev_ops: flow_ctrl_get, flow_ctrl_set,
priority_ flow_ctrl_set.

¢ [related] API: rte_eth_dev_flow_ctrl_get(),rte_eth_dev_flow_ctrl_set (),
rte_eth_dev_priority flow_ctrl_set().

2.29 Flow API

Supports the DPDK Flow API for generic filtering.
* [implements] eth_dev_ops: filter ctrl:RTE_ETH_FILTER_GENERIC.

¢ [implements] rte_flow_ops: A11.

2.30 Rate limitation

Supports Tx rate limitation for a queue.
e [implements] eth_dev_ops: set_queue_rate_limit.

¢ [related] APIL: rte_eth_set_queue_rate_limit ().

2.31 Traffic mirroring

Supports adding traffic mirroring rules.
* [implements] eth_dev_ops: mirror_rule_set,mirror_rule_reset.

e [related] API: rte_eth _mirror_rule_set (), rte_eth _mirror_rule_reset ().

2.27. VLAN filter 10
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2.32 Inline crypto

Supports inline crypto processing defined by rte_security library to perform crypto operations of security
protocol while packet is received in NIC. NIC is not aware of protocol operations. See Security library
and PMD documentation for more details.

¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_SECURITY,
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_OFFLOAD_SECURITY.

* [implements] rte_security_ops: session_create, session_update,
session_stats_get, session_destroy, set_pkt_metadata,
capabilities_get.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_SE(
tx_offload capa,tx_queue_offload_capa:DEV_TX OFFLOAD_SECURITY.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_SEC_OFFLOAD,
mbuf.ol_flags:PKT_TX_SEC_OFFLOAD,mbuf.ol_flags:PKT_RX_SEC_OFFLOAD_FAILED.

* [provides] rte_security_ops, capabilities_get: action:
RTE_SECURITY_ACTION_TYPE_TINLINE_CRYPTO

2.33 Inline protocol

Supports inline protocol processing defined by rte_security library to perform protocol processing for
the security protocol (e.g. IPsec, MACSEC) while the packet is received at NIC. The NIC is capable of
understanding the security protocol operations. See security library and PMD documentation for more
details.

¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_SECURITY,
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_OFFLOAD_SECURITY.

* [implements] rte_security_ops: session_create, session_update,
session_stats_get, session_destroy, set_pkt_metadata, get_userdata,
capabilities_get.

¢ [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_SE
tx_offload_capa,tx_queue_offload_capa:DEV_TX OFFLOAD_SECURITY.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_SEC_OFFLOAD,
mbuf.ol_flags:PKT_TX_SEC_OFFLOAD,mbuf.ol_flags:PKT_RX_SEC_OFFLOAD_FAILED.

* [provides] rte_security_ops, capabilities_get: action:
RTE_SECURITY_ACTION_TYPE_INLINE_PROTOCOL

2.34 CRC offload

Supports CRC stripping by hardware. A PMD assumed to support CRC stripping by default. PMD
should advertise if it supports keeping CRC.

¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_KEEP_CRC.

2.32. Inline crypto 11
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2.35 VLAN offload

Supports VLAN offload to hardware.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_VLAN_STRIP,DEV_RX_OFFLOA
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX OFFLOAD_VLAN_INSERT.
¢ [uses] mbuf: mbuf.ol_ flags:PKT_TX_VLAN, mbuf.vlan_tci.
* [implements] eth_dev_ops: vian_offload_set.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_VLAN_STRIPPED,
mbuf.ol_ flags:PKT_RX_VLANmbuf.vlan_tci.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_VL;
tx_offload_capa,tx_queue_offload_capa:DEV_TX OFFLOAD_VLAN_INSERT.

[related] API: rte_eth_dev_set_vlan_offload(),rte_eth_dev_get_vlan_offload().

2.36 QinQ offload

Supports QinQ (queue in queue) offload.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads :DEV_RX_OFFLOAD_QINQ_ STRIP.
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_OFFLOAD_QINQ_INSERT.
¢ [uses] mbuf: mbuf.ol_flags:PKT_TX_QINQ,mbuf.vlan_tci_outer.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_QINQ_STRIPPED,
mbuf.ol_flags:PKT_RX_QINQ, mbuf.ol_flags:PKT_RX_VLAN_STRIPPED,
mbuf.ol_flags:PKT_RX_VLANmbuf.vlan_tci,mbuf.vlan_tci_outer.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_QTI
tx_offload_capa, tx_queue_offload_capa:DEV_TX_ OFFLOAD_QINQ_ INSERT.

2.37 L3 checksum offload

Supports L3 checksum offload.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads :DEV_RX_OFFLOAD_IPV4_CKSUM.
* [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_OFFLOAD_IPV4_CKSUM.

¢ [uses] mbuf: mbuf.ol_flags:PKT_TX_IP_CKSUM, mbuf.ol_flags:PKT_TX_ IPV4|
PKT_TX_IPV6.

e [uses] mbuf: mbuf.12 len, mbuf.l13_len.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_IP_CKSUM_UNKNOWN |
PKT_RX_TIP_CKSUM_BAD | PKT_RX_IP_CKSUM_GOOD | PKT_RX_TIP_CKSUM_NONE.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_IPY
tx_offload_capa,tx_queue_offload_capa:DEV_TX_ OFFLOAD_IPV4_CKSUM.

2.35. VLAN offload 12
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2.38 L4 checksum offload

Supports L4 checksum offload.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_UDP_CKSUM, DEV_RX_OFFLOAD
¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX OFFLOAD_UDP_CKSUM, DEV_TX_OFFLOAD_

* [uses] mbuf: mbuf.ol_flags:PKT_TX_IPV4 | PKT_TX_IPV6,
mbuf.ol_flags:PKT_TX_L4_NO_CKSUM | PKT_TX_TCP_CKSUM |
PKT_TX_SCTP_CKSUMI|PKT_TX_UDP_CKSUM.

e [uses] mbuf: mbuf.12_len, mbuf.l13_len.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_L4_CKSUM_UNKNOWN [
PKT_RX_L4_CKSUM_BAD | PKT_RX_L4_CKSUM_GOOD | PKT_RX_L4_CKSUM_NONE.

¢ [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_UDI
tx_offload_capa,tx_queue_offload_capa:DEV_TX OFFLOAD_UDP_CKSUM,DEV_TX_ OFFLOA

2.39 Timestamp offload

Supports Timestamp.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_TIMESTAMP.
* [provides] mbuf: mbuf.ol_flags:PKT_RX_TIMESTAMP.
* [provides] mbuf: mbuf.timestamp.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:
DEV_RX_OFFLOAD_TIMESTAMP.

[related] eth_dev_ops: read_clock.

2.40 MACsec offload

Supports MACsec.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: ocffloads :DEV_RX_OFFLOAD_MACSEC_STRIP.
¢ [uses] rte_eth_txconf,rte_eth_txmode: ocffloads:DEV_TX_OFFLOAD_MACSEC_INSERT.
¢ [uses] mbuf: mbuf.ol_flags:PKT_TX_MACSEC.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_MA(
tx_offload_capa,tx_queue_offload_capa:DEV_TX_ OFFLOAD_MACSEC_INSERT.

2.41 Inner L3 checksum

Supports inner packet L3 checksum.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: offloads:DEV_RX_OFFLOAD_OUTER_IPV4_CKSUM.

¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_ OFFLOAD_OUTER_IPV4_CKSUM.

2.38. L4 checksum offload 13
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¢ [uses] mbuf: mbuf.ol_flags:PKT_TX_IP_CKSUM, mbuf.ol_flags:PKT_TX_IPV4
I PKT_TX_IPV6, mbuf.ol_flags:PKT_TX_OUTER_IP_CKSUM,
mbuf.ol_flags:PKT_TX_OUTER_IPV4|PKT_TX OUTER_IPVG6.

¢ [uses] mbuf: mbuf.outer_12_len,mbuf.outer_13_len.
* [provides] mbuf: mbuf.ol_flags:PKT_RX_EIP_CKSUM_BAD.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_OU’
tx_offload_capa,tx_queue_offload_capa:DEV_TX OFFLOAD_OUTER_IPV4_CKSUM.

2.42 Inner L4 checksum

Supports inner packet L4 checksum.
¢ [uses] rte_eth_rxconf,rte_eth_rxmode: of floads :DEV_RX_OFFLOAD_OUTER_UDP_CKSUM.

* [provides] mbuf: mbuf.ol_flags:PKT_RX_OUTER_L4_CKSUM_UNKNOWN
I PKT_RX_OUTER_L4_CKSUM_BAD I PKT_RX_OUTER_L4_CKSUM_GOOD I
PKT_RX_OUTER_L4_CKSUM_INVALID.

¢ [uses] rte_eth_txconf,rte_eth_txmode: offloads:DEV_TX_OFFLOAD_OUTER_UDP_CKSUM.

* [uses] mbuf: mbuf.ol_flags:PKT_TX_OUTER_IPV4 | PKT_TX_ OUTER_IPV6.
mbuf.ol_flags:PKT_TX_OUTER_UDP_CKSUM.

e [uses] mbuf: mbuf.outer 12 len,mbuf.outer_13 len.

* [provides] rte_eth_dev_info: rx_offload_capa, rx_queue_offload_capa:DEV_RX_OFFLOAD_OU’
tx_offload capa,tx_queue_offload_capa:DEV_TX OFFLOAD_OUTER_UDP_CKSUM.

2.43 Packet type parsing

Supports packet type parsing and returns a list of supported types. Allows application to set ptypes it is
interested in.

¢ [implements] eth_dev_ops: dev_supported_ptypes_get,

¢ [related] API: rte_eth_dev_get_supported_ptypes (),
rte_eth_dev_set_ptypes (), dev_ptypes_set.

* [provides] mbuf: mbuf.packet_type.

2.44 Timesync

Supports IEEE1588/802.1AS timestamping.

* [implements] eth_dev_ops: timesync_enable, timesync_disable
timesync_read_rx_timestamp, timesync_read_tx_timestamp,
timesync_adjust_time, timesync_read_time, timesync_write_time.

¢ [related] API: rte_eth_timesync_enable (), rte_eth_timesync_disable (),
rte_eth_timesync_read _rx_timestamp(),rte_eth_timesync_read_tx_timestamp,
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rte_eth_timesync_adjust_time (), rte_eth_timesync_read_time (),
rte_eth_timesync_write_time ().

2.45 Rx descriptor status

Supports check the status of a Rx descriptor. When rx_descriptor_status is used, status can be
“Available”, “Done” or “Unavailable”. When rx_descriptor_done is used, status can be “DD bit
is set” or “DD bit is not set”.

* [implements] eth_dev_ops: rx_descriptor_status.
¢ [related] API: rte_eth_rx_descriptor_status ().
* [implements] eth_dev_ops: rx_descriptor_done.

¢ [related] APIL: rte_eth_rx_descriptor_done ().

2.46 Tx descriptor status

Supports checking the status of a Tx descriptor. Status can be “Full”, “Done” or “Unavailable.”
* [implements] eth_dev_ops: tx_descriptor_status.

¢ [related] API: rte_eth_tx_descriptor_status ().

2.47 Basic stats

Support basic statistics such as: ipackets, opackets, ibytes, obytes, imissed, ierrors, oerrors, rx_nombuf.
And per queue stats: q_ipackets, q_opackets, q_ibytes, q_obytes, q_errors.
These apply to all drivers.

* [implements] eth_dev_ops: stats_get, stats_reset.

e [related] APL: rte_eth_stats_get,rte_eth_stats_reset ().

2.48 Extended stats

Supports Extended Statistics, changes from driver to driver.
* [implements] eth_dev_ops: xstats_get, xstats_reset, xstats_get_names.
* [implements] eth_dev_ops: xstats_get_by_id, xstats_get_names_by_id.

¢ [related] API: rte_eth_xstats_get (), rte_eth xstats_reset (),
rte_eth_xstats_get_names, rte_eth_xstats_get_by id(),
rte_eth_xstats_get_names_by_id (), rte_eth_xstats_get_id_by_name ().
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2.49 Stats per queue

Supports configuring per-queue stat counter mapping.
* [implements] eth_dev_ops: queue_stats_mapping_set.

¢ [related] API: rte_eth_dev_set_rx_queue_stats_mapping (),
rte_eth_dev_set_tx_qgqueue_stats_mapping().

2.50 FW version

Supports getting device hardware firmware information.
* [implements] eth_dev_ops: fw_version_get.

e [related] APIL: rte_eth_dev_fw_version_get ().

2.51 EEPROM dump

Supports getting/setting device eeprom data.
e [implements] eth_dev_ops: get_eeprom_length, get_eeprom, set_eeprom.

e [related] API: rte_eth_dev_get_eeprom_length (),
rte_eth_dev_get_eeprom (), rte_eth_dev_set_eeprom().

2.52 Module EEPROM dump

Supports getting information and data of plugin module eeprom.
* [implements] eth_dev_ops: get_module_info, get_module_eeprom.

¢ [related] API: rte_eth_dev_get_module_info(),rte_eth_dev_get_module_eeprom().

2.53 Registers dump

Supports retrieving device registers and registering attributes (number of registers and register size).
* [implements] eth_dev_ops: get_reg.

e [related] APIL: rte_eth_dev_get_reg_info ().

2.54 LED

Supports turning on/off a software controllable LED on a device.
* [implements] eth_dev_ops: dev_led_on,dev_led_off.

e [related] API: rte_eth_led on (), rte_eth_led off ().

2.49. Stats per queue 16
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2.55 Multiprocess aware

Driver can be used for primary-secondary process model.

2.56 BSD nic_uio

BSD nic_uio module supported.

2.57 Linux UIO

Works with 1gb_uio kernel module.

* [provides] RTE_ PMD_REGISTER_KMOD_DEP: igb_uio.

2.58 Linux VFIO

Works with vfio-pci kernel module.

* [provides] RTE_PMD_REGISTER_KMOD_DEP: vfio-pci.

2.59 Other kdrv

Kernel module other than above ones supported.

2.60 ARMv7

Support armv7 architecture.

Use defconfig _arm—armvia—x—x.

2.61 ARMv8

Support armv8a (64bit) architecture.

Use defconfig_armé6d-armv8a—*—x*

2.62 Power8

Support PowerPC architecture.

Use defconfig_ppc_64-power8—+—=*

2.55. Multiprocess aware 17
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2.63 x86-32

Support 32bits x86 architecture.

Use defconfig x86_x32-native—x—+ and defconfig_i686-native—*—x.

2.64 x86-64

Support 64bits x86 architecture.

Use defconfig_x86_64-native—*—x*.

2.65 Usage doc

Documentation describes usage.

See doc/guides/nics/*.rst

2.66 Design doc

Documentation describes design.

See doc/guides/nics/*.rst.

2.67 Perf doc

Documentation describes performance values.

See dpdk.org/doc/perf/*.

2.68 Runtime Rx queue setup

Supports Rx queue setup after device started.
* [provides] rte_eth_dev_info: dev_capa:RTE_ETH_DEV_CAPA_RUNTIME_RX_ QUEUE_SETUP.

 [related] API: rte_eth_dev_info_get ().

2.69 Runtime Tx queue setup

Supports Tx queue setup after device started.
* [provides] rte_eth_dev_info: dev_capa:RTE_ETH_DEV_CAPA_RUNTIME_TX_ QUEUE_SETUP.

¢ [related] APIL: rte_eth_dev_info_get ().

2.63. x86-32 18
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2.70 Burst mode info

Supports to get Rx/Tx packet burst mode information.
* [implements] eth_dev_ops: rx_burst_mode_get, tx_burst_mode_get

¢ [related] API: rte_eth_rx_burst_mode_get (),rte_eth_tx_burst_mode_get ()

2.71 Other dev ops not represented by a Feature

e rxg_info_get

* txg info_get

e vlan_tpid_set

e vlan_strip_queue_set
e vlan_pvid_set

* rx_dgueue_count

* 12 _tunnel_offload_set
e uc_hash_table_set

e uc_all hash table set
* udp_tunnel_port_add

* udp_tunnel_port_del

e 12_tunnel_eth_type_conf
* 12 _tunnel_offload_set

* tx_pkt_prepare

2.70. Burst mode info 19



CHAPTER
THREE

COMPILING AND TESTING A PMD FOR A NIC

This section demonstrates how to compile and run a Poll Mode Driver (PMD) for the available Network
Interface Cards in DPDK using TestPMD.

TestPMD is one of the reference applications distributed with the DPDK. Its main purpose is to forward
packets between Ethernet ports on a network interface and as such is the best way to test a PMD.

Refer to the testpmd application user guide for detailed information on how to build and run testpmd.

3.1 Driver Compilation

To compile a PMD for a platform, build DPDK as described in the “Getting Started Guide” for your
platform. This will also build testpmd.

Detailed instructions are available in the meson build guide.

3.2 Running testpmd in Linux

This section demonstrates how to setup and run testpmd in Linux.

1. Mount huge pages:

mkdir /mnt/huge
mount -t hugetlbfs nodev /mnt/huge

2. Request huge pages:

Hugepage memory should be reserved as per application requirement. Check hugepage size con-
figured in the system and calculate the number of pages required.

To reserve 1024 pages of 2MB:

echo 1024 > /sys/kernel/mm/hugepages/hugepages—-2048kB/nr_hugepages

Note: Check /proc/meminfo to find system hugepage size:
grep "Hugepagesize:" /proc/meminfo
Example output:

Hugepagesize: 2048 kB

3. Load igb_uioor vfio—pci driver:

20
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modprobe uio
insmod ./x86_64-native-linux—-gcc/kmod/igb_uio.ko

or
modprobe vfio-pci

4. Setup VFIO permissions for regular users before binding to vfio-pci:
sudo chmod a+x /dev/vfio
sudo chmod 0666 /dev/vfio/*

5. Bind the adapters to igb_uio or vfio-pci loaded in the previous step:
./usertools/dpdk—-devbind.py —--bind igb_uio DEVICE1l DEVICE2

Or setup VFIO permissions for regular users and then bind to vfio-pci:

./usertools/dpdk-devbind.py --bind vfio-pci DEVICEl DEVICE2

Note: DEVICEI1, DEVICE2 are specified via PCI “domain:bus:slot.func” syntax or
“bus:slot.func” syntax.

6. Start testpmd with basic parameters:

./x86_64-native-linux—gcc/app/testpmd -1 0-3 -n 4 —— -i

Successful execution will show initialization messages from EAL, PMD and testpmd application.
A prompt will be displayed at the end for user commands as interactive mode (-1) is on.

testpmd>

Refer to the testpmd runtime functions for a list of available commands.

Note: When testpmd is built with shared library, use option —d to load the dynamic PMD for
rte_eal init.

3.2. Running testpmd in Linux 21



CHAPTER
FOUR

AF_PACKET POLL MODE DRIVER

The AF_PACKET socket in Linux allows an application to receive and send raw packets. This Linux-
specific PMD driver binds to an AF_PACKET socket and allows a DPDK application to send and receive
raw packets through the Kernel.

In order to improve Rx and Tx performance this implementation makes use of PACKET_MMAP, which
provides a mmap’ed ring buffer, shared between user space and kernel, that’s used to send and receive
packets. This helps reducing system calls and the copies needed between user space and Kernel.

The PACKET_FANOUT_HASH behavior of AF_PACKET is used for frame reception.

4.1 Options and inherent limitations

The following options can be provided to set up an af_packet port in DPDK. Some of these, in turn, will
be used to configure the PACKET_MMAP settings.

* iface - name of the Kernel interface to attach to (required);
* gpairs - number of Rx and Tx queues (optional, default 1);

* gdisc_bypass - set PACKET_QDISC_BYPASS option in AF_PACKET (optional, disabled
by def